FAQ-4400

Question:
SiemensfiAHE E TEC61850 N [ T 5 R .
Answer:

{325 N p-set V4.60 J LLJG TR+ IEC61850 i

{75/l
1 Gusk 525 1 MLFB AR p-set, # ¥ IP Hishl: X IEC name
x4
Generall MLFE I Communicatian mu:udule&l DIGS| Manager  Communication paramsters |
— Gerneral
WD address:

Mirrar WD I 10002 red! firrar b I il
Channel switch: I[No channel switch] j Port number: I . vl

— System interface [Ethemet]

IP address: I 192 168 . 0 . 55 |mportant: ;
There iz no conzistency check here for
Subnet mask: [255 2% o o | |manualyentered seltings!
Standard gateway: I o0 .0 .0
UDP port: A0 000
IED name: IIED_test

Cancel Help
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2 BABRITIFRE, M
2.1 CF_D2
Object properties - DF1ITIC DP - DP 5'

Chatter blocking and filer  |EC 51850 |

T hiz information iz routed to the system interface.
Thuz, it iz azzigned to the following IECET850 objects [LD / LM].

=CBR
CSwl

CTRL { |csi - Ig vI
%ﬁﬂﬁﬁi‘%ﬁ/

Switch type: [I Circuit breaker j]

Cycle counter:

¥ Oifer only walues that match the existing control system

M ate: [ the information item iz configured o source AMD destination spstem interface, it iz
avallable in the [ECE1E50 station only az source.

| k. I Smply Cancel Help

Date 2012-05-23

FAQ-4440

prawn | Chen Shou Jiang

Appr. PLM-Name

SIEMENS Sheet

IC SGEASPACC

1A | fistedion | 201205- | chen |Infrastructure & |_04440_NKG 2/22
23 shoujang | Cities Sector

Rev. Description Date Name

SIEMENS AG - Alle Rechte vorbehalten - Al rights reserved / Template: TPL_7230_Customer_Care_FAQ.doc/ Language: English/ Edition: 2007-07-25/ A53600-Q7230-T604-01-76A1




2.2 8P

Object propetties - spl - SP

IEC 61250 |

Thiz information iz routed to the system interface.

Thug, it iz azzigned to the following IECE1850 objects (LD A LM £ DOY:

¥ Cifer only walues that match the existing contral spstem

available in the ECE1 350 station only az zource.

CTRL /s R | T KR Il B f1

=~

Mate: If the information item iz configured to source AMD destination system interface, it iz

eHuBEy

0. I &pply

Cancel

Help

2.3 ExSP, ExDI, external operating value
RS 5 H PRl e s B R ok 45 B, B GOOSE 15 &, it & & IX 265 5 1k Ji 2 system

i

: ~-'='5etl:ings - Masking I,/0 {Configuration Maktrix} - Digsi483 / Folder / 6MDG64 ¥4.8 1/

Information Sou
M urnber Dizplay text L Type Bl FI5|C
Device, General i
P Syster D ata 1
Ozc. Fault Rec.
QoOge external ExSF =

P System Data 2
EM100-bModul 1
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2.4 WP W E
W A ] IEC61850 thisnf i, 4% T
|

Source of time synchronization: — Manitaring — Pulze
IEthernet HTF Fault indication after: wia binary input;
:atlegném Clock 10 = B /min] Notconfigured 7]
DCF??
Synch. Box o — Time farmat for dizplay————  — Time Correction
W & ddmmyy Dffset ta time signal
= mmAddAyy I':":':':":I hiby:ram
€ puemimiydd
— Time zone and summer time
W |Use PC time zone and summer time Time zane offset to GMT: |+'3'31'3"3' hh:mm
v HMao summer time_ switchowver Summer time offset to GRT: +08:00 hh:mm

Start of surnrmer time: I j ISunda_l,l j it I j at IUU:UU o'clock
End of summer time: I j ISunda_l,l j e I j at IEIEI:EIEI o'clack

ok | oiGsls Device | Cancel | Help |

ML B 2

BB SRR, BRFT I A0, use PC time zone and summer time §i< SRS, AHHES,
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2.5 i 128, interface W&, MZ%4i4h
Interface i3 & F 1

Interface Settings

Serial part on F'EI Y .-’-‘-.ddressesl Operatar Interfacel Service interface  Ethemet an device | Ethernet on F'EI

. 192 . 162 . 0 15 Theze parameters are taken
IP addess: I from the DIGS| Manager
Subret mask: | 285 . 285 . 285 . O (Object properties >
= ' Communicationsz].
Standard gateway: I 0 o 0 0
Link layer: I Ethernet j

—Access authorization at interface for

¥ Customize

Yw'eb monitar operation:

¥ Tiest and diagnostics

I Reading

—Services

“Weh zerver [http]:

YWeb zerver [hitps]:

IECE1850:

Sdditianal pratecal ERTO0 module;

DIGS! over EMI00 module:

SHMP [Simple Metwark kanagemment Protocaol];

3 9 g

o I T T

Dizabling of zervices

OFF depends an the maodule
i firrnare wersion,

r-

o

.

r

r-

— Optical madule

X

Operating mode: Switch j
Lire
Bedundancy type: :
Eurther... |
] I DGl - Device Cancel Help
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2.5.1 kR

Ethernet module EN100 with ST interfaces for internal installation
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Ethernet module EN100 with Duplex-LC interfaces for internal installation

2.5.1.1 ) 2 ] DU 22 AL 5 R 21 I

Network

Switch 1 Switch 2

SIPROTEC SIPROTEC | | SIPROTEC || SIPROTEC

I operating mode %1% line J5 .
TECE IR, N3
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Ethernet EN100-O
Ch1 Ch2

*——07 —=8 7 —=8

e

— e

O[[a]] | [2IC

IE 1 AR BRI A, JHIE 1R A4 B AT B L o
MIE 2 AT BRI L A i I 2 AR A 42 RIS B L i o

WAL AR, R, HA AN EIE A THEE RS, ARSI 1) 22 i 38 16 0 TR 2
I, AU S AN liE .

2.5.1.2 Y6 B E AR w] DL IR S5 K 41 1

Network

—» Output

Ext. switch

SIPROTEC SIPROTEC SIPROTEC SIPROTEC

LI} operating mode ZEi%E ¢ switch 75 .
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TEJCETIEFLNS, JEA R E I A EEAIE QBCRAHIED 5 e )n B ST M L 3 B AT LA 1 AT 5 R 3 A

switch
Cthernat CN100-0 Cthernat CN100-0 Cthernat CN100-0
Chil Cha Ch1 Chz Ch1 Cha
-: —ze &= 8 .: —te #—=  —w .___,.- —= e—= —
il B I‘ ol o vieljise

EE SRR

a PR BB R R E A B IR
b %3 5% ) EN100 BB 8 5 S HbLIK £ 14
C BRI S R B A H AT T i sG SHAS H

Number of SIPROTEC 4 devices+ 3*humber of ext. switches < 34
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2.5.2 H AR Bk

Ethernet module EN100 with RJ45 interfaces for internal installation
HA 2 i U RE L B 25/ 411, operating mode 2 line B, 4851 150 111 B2 8 48 Ky A [+
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3H& ICD LS
3.1 SNTP W4l il 45 2%

Device catalog

(il (Zhrl 3
oy [ i
Faste ] o
[elete [l

Insert Mew Object

Configure DOSDIGST

Configure DIGSI ¢ ...

Folder

Device -= DIGST (Plug 2 Play). ..
Irnport Device ...

Ipdate process bus data

Object Properties, .,

Alt+Return

I IR 45 7% ICD SCHEERIA 4% (C:\Siemens\Digsi4\Utilities\IEC61850\ICD\sntp.icd)

SIPROTEC device
Exisking ¥3/%2 device
Modemn Conneckion
IRC cornbination
Channel switch

Exisking Y3 swskem
IECE1850 skation

3.2 ) KM ICD AT AL 3.1 LA .

4 \EC61850 station [t &
4.1 f# IEC61850 station

Device catalog

Ut |-
oy Zhrl T
Paste (i
Delete el

Insert MNew Objeck

Configure DOSDIGES]

Configure DIGSI 4 ..,

Folder

Device -= DIGSI (Plug & Play). ..
Impork Device ...

|pdate process bus data

SIPROTEC device
Existing Y32 device
Modem Connection
IR.C combination
Channel switch
Existing W3 system

IECE1350 station

Ohijeck Properties. .,

Cther IECG1850 communicakor

Ale+Rekurm r
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4.2 4%t |EC61850station, 4% object properties>communicator, #A1MN [f] IED ¥ n%| IEC61850

station, #RJ5& m i E o

Properties - IEC61850 skation

Generall Information  Communicator | Updatel

Availlable IECET 850 devices:

IED Marme | Syztem hierarchy

& A1

2
e

cemtest / Folder / test 1/ 7SJE42 V4.8 A1

cemtest / Folder / test

47542 A8 A2

@ BEEIE_EMD cemtest / Folder / test 1/ boul_BrdB634.8_201206505
@ ESw 14301 cemtest / Folder / BMD / E0SWR1A30EMDEE 4.8 201
@ hield cerntest / Folder / lab / 7SJE22 V4.6 |ab

1]

v(__ )

Hemove | F Y

IECET850 station communicator:

IED Hame | Syztem hierarchy

£ AHza75)

@ tirnes

cemtest / Folder £ lab / 75068247 _AHZI
cemtest / Falder / timer

£ communicators

x|

Cancel Help
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4.3 W4T I IEC61850 station
BN 1ED < /R 7E network=> new devices |

[, IEC61850 System Configurator -

Station  Edit  Insert  Wiew  Help

B 0| Metwork, -h-: Link,

s | &

auty
IF

IJJ-'|ﬂ“|F-u LW

Subrets

Mame 4 | Mame in Manager

IP address

- #|IECE1850 station
El H New devices {3)
- ¥#|aH2975) 7SI6EZ ¥4.7_AHZD

MR E R HLET] subnet! T

[&, IEC61850 System Configurator -

Station Edit  Insert  Yiew Help

B O Mekwork +-: Lirk.
w0 O | X W |2 |2 &

+#|E205_6MD beul_6md6s3v4.8_20120505

ﬂ ESW 14301 EOSWR1AZD16MDEE3Y S, 8201
El@ Subnet1
% tirner kirner

Subrets
Mame 4 | Mame in Manager IP address
- # | IECE1850 station
- Bml| Mew devices
El@ Subretl
- B | aHze7s3 7516582 v4.7_AH29 172.16.0.1
8,205 sMD beul_6mdes3v4.8_ 20120505 192.168.0.36
E,,. ESW14301 EOSWR1AS016MDEESYS, 5_201 142.172.18.23
----- % kirmer kirmer
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4.4 T B APIRSSE (3.1 Y8 nE ICD) 1) 1P Hiuhl:

IEC61850 System Configurator -

Station Edit  Insert  Wiew Help

% Metwork +.: Linik.

Pl |0 | X x| [E |
Subnets
Name - | Name in Manager IP address B 1dentification
E--M [ECA1850 station MHame Lirner
ﬂ Mew devices Mame in Manager | timer
El@ Subnetl Comment
i g AHZE7S] FSI662 ¥4.7_aHZ9 172.16.0.1 Type Device
8 |Bz05_sMD beul _6md663w4 5_20120505 192,168.0.36 Dewvice type sntp server
8 .| Eswiaznt EOSWR1A3016MDEE3YS.5_201 142.172.18.23 Device wersion | 1.0
B g timer [— Manufacturer sntp server

B Parameter

s p]
Subnet mask 255.255.255.0
Standard Gateway 0.0.0.0
Device-device com Mot possible
Wertical communice Only possible as receiver
Router funckion Mo
Tirmer Function Yes
B pParameter for SIPROTEC
|Jse as a timer Yes (First timer)
4.5 GOOSE R
4.5.1 1471 GOOSE W H
IEC61850 System Configurator -
Station  Edit  Insert  Wiew Help
N Al
0| Metwork +".I Link.
: | - | ) O | ¥ W % | Filter Mo filter
Applications Interconne
MName e |
- #|IECA1850 station
. A |BREE_1
- A |BREE_Z
- B8] subng=
iﬁl‘-‘ Il#ﬁ Add GOOSE application
ﬂ e —
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Station Edit  Insert  Wiew Help

B tetwork -»-: Link

fwlw

Applications 3

Name -

o]

4.5.2 )73 GOOSE %, T

[, IEC61850 System Configurator -

X U x| Fier Nofiter =

Source

& | Description

Destination Description

£l & ]IEC61850 station
i Al BREE_1

BREE_Z

IED_BMDE63/CTRLIShIGEIOL{SPCSOL

IED_751622(CTRLfctestGEIO1 /SPCSO1

MDBE3 ¥4.7/ControljshiGGIO1 JFrom Function key

751622 Y¥4.6/ControlictestGGIO1 [ Test Sianal To other device

IED_751642{CTRL[shiGGIOTISPCSO
IED. 6MD663/CTRLIctEstGGIOUSPCSOI
@ PSIAZICTRL et estGGIONSPESaL

753842 Y¥4.6/ControlfshiGGIO1 ftest shigin
EMDEE3 4.7 ControljctestGGIO1 Indicat
?smzv‘raieamnmﬂ@eroumm

- ] Subnet1
445005 appleationt

A
|

T
Sources 2 | | Destinations |
S addsouce | ] o sol add karget. | &) &e] \
Name + [Description +]/([~ame + [Description | |
B BlED_smpees BMDEE3 W47 E\ me EMDEE3 §rj||;§ﬁs:&#77= \
£ BlED 751622 75X22 W6 *e|CTRL Contral
H Control General
General AMGGIOL
Fadlk -
ctestGEIO1 RELFS , HH
Behavior device WERABES
State lanChGA... Manusl CiGAPC
Mode: 0CILO1  QOCILO
11 Test Signal To other dsvice j REWES , Filt JoncswIl QOCSWI
[EE:: GOOSEGGIOI GOOZEGGIOL BEARER ,_‘_-]QUXCBRl QUKCER

WFE]EPE?E 78J622 [f] CTRL/ctestGGIO1/SPCSO1 15 7 [A]IfiX 2] 6MD663 f#) CTRL/ctestGGIO1/SPCSO1

1 78J642 ] CTRL/ctestGGIO1/SPCSO1.

4.6 MR A E 55 =71 IEC61850 client i
4.6.1 34711 report application
i, IEC61850 System Configurator -

TE RS,

WIIEEST. report application.

Skation  Edit

% Mebwork

-

Insert  Yiew

-h-: Link,

| ) Cu | ¥ N x | Filker Mo filter

Help

Applications

Interconnections

Name

- JIECE-IBSIJ station

-~ |

A |BREE ﬂ Add Repart application

2AerEE

E| @Subn T

<=k | Importing "Substation” section from SCO file. .

J GOO05E applicationl
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4.6.2 VN INAH Y. )47 )5 2] application

IEC61850 System Configurator -

Station  Edit  Insert  iew Help

% Mebwark, -b.: Link.

.]J-'|n r‘x|;{ [y )(|Filter Mo Filter -

Applications B | [Interconnections

Name A| Source 4 | Description Destination
- & [ECE1850 station LIED_EMDEE/CTRLIAMGGIOL{SPCSOL | BMDESS 4. 7jControlf AMGEIO L AutofMany

e 1ED_BMDE63{CTRLManChrGAPC Str

BMDEES W4, 7/Contral/ManualCtrlGAPC (Fickup

BREE_Z

E--_E_EI Subnet1

..... 44} GOOSE applicationl

S Add saurce | tH =y

Destinations

32 Add target | H B

B T B 45 R B AT S5& ] IEC61850 station

MName - | Description / | 1| || Name - |Description
£ B|ED_smMDess eMDes3vWEF S e OTH_0001
£ #e|CTRL Contral
- J LLMO General
' AMGGIOL
Behavior
- > Health State
-2 Mod Mode -
|5pcs0 Auto/Manu j Riifa s BafH
ctestGGIOL ctestGGEI01 3 1B reportt
% LPHD1 device
i r 3 ET T RAo Ll e
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4.7 S5 AL E 5 A
114 IEC61850station, %+ object properties> update.

Properties - IEC61 550 skation 5[

Generall Infu:urmatiu:unl Communicator  Update |

IECET850 station communicator:;

T | F | ] | IED Marmne | System hierarchy

@ [l IED_BMDEES IECE1850 TS LAB / Falder / BMI
@ v [ IED_75J622 IECE1850 TS LAB / Folder / 75
@ v [ IED_75J642 IECE1850 TS LAaB / Folder / 754
@ ] oTH_oom IECE1850 TS LaB / Folder / =nit

4| | i

[T]: Device tvpe;  [P]: Parameter zet updated: [D]: Device updated [enter manually]

Prirt list. .. | ( |Ipdate all parameter zets n

Cancel Help |

4.8 I ZHER NG, VIR IRy R
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D ik

5.1 Ar&moduleBfs B

I 36 E M Menu = Test/Diagnose = Modulinfo > Port B (£ :Menue-5-5-1)
AESIW AL, XTBEE B R 7ECOM_IEC61850_MODUL_A9_USICAY A ).

1 Network Config

2 MAC 080006865116

3 IP 172.016.052.055

4 NM 255.255.000.000

5 GW 172.016.000.001

6 NT1* 172.016.000.254

7 Chan1/2=Up/Up

8 Rx/TxCnt=23489/34403

9 Rx/TxErr=00000/00000

10 Rx/Tx10s=03221/02888

11 CPU 1oad=68%

12 LRx1/LTx1=norm/norm

13 LRx2/LTx2=weak/----

14 Switch RSTP

15 Priority=32768

16 Bridge Id=172165255

17 Hello Time=2sec

18 Max Age Tm.=20sec

19 Forward Del=15sec

20 MaxTransmCnt=100

21 R/S1=A/D R/S2=R/F

22-26 -

21 srrwrrx END FrFEEA
o lomsoso|  FAG-4440
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5.1.1 6T N HERKLAEF10SE L —IK,

5.1 1@l 5 A B B R NTP IR 45 85 1 IP Mk LR 55 i — KBl R 20 3 25 s ie), - 5.1, 140 3 &5 7s Corrupt
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1 Warnings

WARNING

Dangerous voltages may occur in devices and modules during operation depending on
the design and application. Incorrect use of these devices can therefore result in
severe personal injury or substantial damage to property

Only suitably qualified staff should work on this device

Correct and safe operation of this device is dependent on proper handling
installation, operation and maintenance

Should you require further information, or should particular problems occur which

are not handled in sufficient depth in the Instructions, help can be requested
through your local Siemens Office or representative

QUALIFIED PERSON

A “qualified person” is one who is familiar with the installation, construction and operation of the
device and who has the appropriate qualifications, e.g.

i is trained and authorized to operate and maintain devices/systems in accordance with
established safety practices for devices with electrical circuits.

o is trained in the proper care and use of protective equipment in accordance with established
safety practices.

[ ]

is trained in first aid.
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